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Operationalizing 
Critical 
Infrastructure 
Resilience 
 
 
 
 

Beyond The Storms 

  What  was Uncovered 

  Strategic Objectives 

  How  to Implement 

  Way Forward 
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Strategic independent CIP study 
Identified what  the systemic issues were… 

  Building on exploratory research to: 
 

•  Understand how  to address the CIKR findings 
 
•  Introduce new methodology to increase preparedness 
 
•  Demonstrate utility to local, state, regional, federal players 
 
•  Develop an adaptable Resilience Implementation Process (RIP) 

“Officials face challenges every day that seem detached from national-level policies. This unique integration of 
collective action and interagency coordination bridges that gap with a resilience framework …” 
 
    Jim McDonnell, Chief of Police, City of Long Beach, CA 
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Governance 
• Control 
• Cognitive 
• Cyber 
• Communications 

Systems Operations 

• CONOPS 
• SOP/TTPs 
• DOTMLPF 

Functional resilience 
imbedded in public policies 

• Doctrine 
• Policy 
• Guidance 

 
 
 

Develop a systematic framework to 
operationalize resilience 

 

National Preparedness Strategic Context 

Critical 
Infrastructure 
Identification, 
Prioritization, 
& Protection 
 
HSPD-7 

http://www.fas.org/irp/offdocs/nspd/index.html
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
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Why Infrastructure Matters for the Future 
We depend daily on these systems… 

  Private sector: owns & operates 65-85% of the national infrastructure 

  Electric grid: interconnected transmission systems and transformers reveal risks 

  Bridges: over 25% are structurally deficient 

  Dams:  85,000, average age over 50 yrs, some 4,000 at risk 

  Transportation: 30% of roads in disrepair, 36% urban highways congested 

  Oil: over 80% of US refined oil supply is distributed through a single hub 

  Maritime: 361 major ports, 28M containers/year, world’s largest trade ($645B) 

  Pandemic Influenza: lack vaccines for virus outbreak impacting over 156M 

  Global GDP: could double by 2030, resulting in…  * 
 air passenger traffic doubling in 15 years 
 air freight tripling in 20 years 
 maritime container traffic quadrupling by 2030 

 
    * Organization of Cooperation and Development (2013) 
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Facing Inevitable Stressors 
The emerging threat environment requires new innovations… 

 Globalization and technology improve speed, efficiencies and 
access, but also reveal vulnerabilities 

 
 Natural disasters and climate change yield disruptive events 

with greater frequency and intensity 
 
 Demographics show urban mega-communities in more coastal 

regions, exposing population and GDP 
 
 Terrorism continues to assert a vexing domestic and 

international asymmetric threat  
 
 Aging Infrastructure is eroding, exposing the homeland’s most 

fragile points of failure 
 

 



Pandemic 

Wildfires 
Flooding 

Terrorism 

Drought 

Cyber 

RESILIENCE 

Redundant 

Adaptive 

Scalable 
Robust 

Interoperable 

Agile 

Prevent Protect Mitigate Respond Recover 

Tornadoes 

Functions 

Hurricanes 

Labor Disputes 

Stressors 

Civil Unrest 
Crime 
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Major Findings (93) 
18 themes from policies, SME interviews, and case studies… 

  Strategic Vision 
  Cultural Factors 
  Public-Private Partnerships 
  Whole-of-Nation Challenges 
  Capabilities Approach 
  Information Sharing 
  Operational Application 
  Measurements & Metrics 
  Maritime Security 

  Resilience 
  Cyber Security 
  Risk Assessments 
  Mitigation 
  National Framework 
  Intelligence 
  Legislation Changes 
  Policy Factors 
  Global Supply Chains 

…from local, state, regional, national level, public-private sectors 



UNCLASSIFIED / FOR OFFICIAL USE ONLY 

UNCLASSIFIED / FOR OFFICIAL USE ONLY 

Recommendations 
Total of 20: 13 strategic & 7 operational 

  Introduce a functional resilience framework that serves as a catalyst for 
change at the personal, local, community as well as national level 
 
  Operationalize “whole community” vision through grassroots local, regional, and 
state initiatives 
 
  Incentivize private sector investments w/existing business hooks (banks, 
suppliers, customers, insurance, distributors, etc) 
 
  Transform risk assessment methods beyond R = f(T,V,C) w/ capabilities-based 
modeling iso functional resilience v. “fixing things” 
 
  Map complex dependencies and interdependencies across regional mega 
communities and global supply chains 
 
  Leverage data and legislation to create new “markets” via insurance industry, 
indemnification, FOIA waivers, equity investors 
 
  Invest in critical infrastructure resilience as a national imperative—
interconnected solutions for interdependent systems 
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Infrastructure 
Protection 

Functional 
 Continuity National Preparedness 

Resilience 
An active virtue integrated 

into all operations & systems 

Prevent Protect Mitigate Respond Recover 

Land Maritime Air Space Cyber 

National Resilience Framework 
A cross-domain scalable continuum… but how to implement? 

… but how would you operationalize the framework? 
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Project Methodology 
Integrated 3-phase approach 
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    Risk Map… Understand current state 
 

Based on collective action principles, examine a bounded geographic area 
(PANYNJ/POLALB/TEXAS) with complex intermodal infrastructures to study 
connectedness via dependencies and interdependencies  
 

    Functional Resilience Framework… Analysis 
 

Based on the risk map, develop a systematic approach based on criticality and 
capabilities—across  critical infrastructure sectors—that is scalable and adaptable to 
any geographic region 
 

    Action Plan… Capabilities Analysis Exercise (CALEX) 
 

Based on the BTS study findings, risk map, and functional resilience framework 
conduct a collaborative exercise informed w/local, state, regional, and national-level 
preparedness reps… building consensus for a new approach 

2 
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Presenter
Presentation Notes
(U) The thin-line has been a component of nuclear command and control throughout the cold war and persists today. The objective of the thin line is to give the commander-in-chief and all subordinate commanders positive control of all forces under all circumstances. That remains the objective of the nuclear thin line. The C2 thin line construct extends the thinking behind the nuclear thin line to other missions and to capabilities broader than nuclear weapons. The C2 thin line seeks to apply the same principles of assuring the mission under all circumstances to other military missions.

(U) A C2 thin line is motivated by the need to assure mission success in the presence of cyber threats. Kinetic and jamming threats continue to exist and must be mitigated, usually by established physical means. The focus here is on cyber threats, which fall into three categories: attacks against availability, confidentiality attacks and attacks against the integrity of systems and data.

(U) The C2 thin line, like the NC2 thin line, relies on separation and hardening to mitigate threats and assure positive control of forces.

(U) For the C2 thin line, separation has three dimensions to address the full spectrum of cyber threats: physical separation, logical separation and cryptographic separation. Physical separation and associated redundancies are well established approaches to a broad class of kinetic and jamming threats. Paradoxically, physical separation does not protect against a sophisticated cyber threats; an attacker can exploit the same vulnerability in redundant systems to deny a capability. Cyber threats require logical or cryptographic separation. As an example, logical separation might mean independent implementations of application code or dedicated network resources for communications services. Cryptographic separation might mean secure virtual enclaves on a network and strong authentication and access control on information systems. 

(U) Hardening again has different manifestations. Kinetic and jamming threats are mitigated by well-established techniques; cyber hardening is more complex and less well-established. Hardening specifically against cyber threats occurs in the virtual world. For example, Information systems built on trusted computing principles are hardened with signed code and roots of trust. Those mechanisms, implemented in the hardware and software that make up the virtual world, provide an obstacle to an attacker. Network perimeter protections, again at the virtual boundaries between secure enclaves, inhibit a class of cyber attacks.
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 Execute 

Resilience Implementation Process (RIP) 
Phase 1 

Function Based 
What are the Relationships? 

Phase 2 
Event Based 
Is it a Problem? 

Phase 3 
Priority Based 
How to Remedy? 

Impact on 
Essential 
Functions 

Lack 
Capability 

No Impact on 
Essential Functions 

O
perating 

V
ariables 

No Capability Gap Actions Pending 

What to do… 
Action Plan 

Operationalize 

What matters… 
Functional     
Resilience   
Framework 
    Analysis 

Connectedness Assessment Criteria Solutions 

Physical & Virtual Qualitative & Quantitative Materiel & Non-materiel

Dependencies Criticality Governance, Operations, Systems

Interdependencies Capabilities Time, Cost, Scope

What is… 
Risk Map 
Current State 

DISASTER 
EVENT 
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